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8.5.1.1
ME actions on SIM insertion and/or power up.
The requirements in this subclause ensure that the operator domain on the ME belongs to the same operator as the operator that issued the SIM if the SIM is  inserted in the ME and, if there is an operator root public key (ORPK) on the SIM, that trusted operator applications on the terminal were verified using that ORPK. Verification is also made whether there is any OPRK in the ME at the time of power up
The MS shall support the use and management of an Operator root public key (ORPK) on the SIM (if there is support for  the public key management enabled  SIM )or in the ME..  

On power up of the terminal, the terminal shall behave as dictated by Figure 7 "Terminal behaviour on power up" below.



Figure 7: Terminal behaviour on power up
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Figure 7: Terminal behaviour on power up
Note that on DCS1900 the MCC+MNC is 6 digits, but elsewhere it is 5 digits. The ME needs to know how many digits to use, however this is outside the scope of this specification. The identity of the root public key has to be defined.

The terminal shall only read the SIM ORPK from the SIM when required and shall not store a SIM ORPK on the terminal.

When an operator root public key stored on the ME is marked as invalid, all operator applications verified using that root public key or by certificates verified by a chain that terminates with that root public key, shall cease operation as soon as possible and shall be marked as untrusted.

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the lastest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��http://www.3gpp.org/3G_Specs/3G_Specs.htm�


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. Work item acronyms are listed in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/�


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report 21.900 "3GPP working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. essential correction).


�PAGE \# "'Page: '#'�'"  �� Enter each the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Enter an X in the box if any other specifications are affected by this change.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 1

_1036969534.doc


No







SIM inserted?







operator domain is enabled







No







Yes







ME ORPK valid







ME ORPK invalid







No







Id ORPK SIM = Id ORPK in ME?







Yes







Operator application is trusted







Operator application is untrusted







For all operator apps:







ORPK = PK ID of operator application?







Store ID of the ORPK in ME.



All ORPKs on ME are/remain invalid, even the ones from the same operator, stored in the ME. 



ORPK on SIM is valid.















Operator domain is disabled







No







ORPK in ME?







ORPK in SIM?







No







Yes







Yes







Following a power-up  







Yes












_1041322782.doc


No







SIM inserted?







operator domain is enabled























No











Yes







Operator application is trusted







Operator application is untrusted







For all operator apps:







ORPK = PK ID of operator application?







Store ID of the SIM ORPK in ME.



All ORPKs on ME are/inactive, even the ones from the same operator, stored in the ME. 



ORPK on SIM is valid.















Operator domain is disabled







No







ORPK in ME?







ORPK in SIM?







No







Yes







Yes







Following a power-up  







Yes







ORPK in ME?







Yes







No







ORPK in ME?







No







Yes







Store ID of the SIM ORPK in ME.
















